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1. Navodila za namestitev
Datoteke za namestitev se nahajajo na prilozenem USB klju¢u. Namestitvena datoteka za program
TIK Admin se imenuje 'TIK2 Admin 1.0.1.exe'. ZaZzenemo jo in namestimo kot vsak drug uporabniski
program.
Na USB kljucu je tudi mapa 'Server'. V tej mapi so datoteke za streznik za TIK terminal. Skopiramo jo
racunalnik ali streznik, kjer Zelimo hraniti podatkovno bazo TIK terminala, priporo¢amo pa na naslov
C:\TIK\Admin. Mapa Server vsebuje dve pomembni datoteki: tixnetserver.db je podatkovna baza za
streznik, kjer se hranijo vsi podatki v povezavi s TIK-om. Z datoteko tixnetserver.exe pa nalozimo
streznik. Podrobnejsi opis namestitve sledi v nadaljevanju.

1.1. Namestitev streznika - tixnetsrv
Tixnetsrv se naloZi kot Windows Service. Za instalacijo je potrebno zagnati Command Prompt kot
administrator. Z naslednjimi ukazi se pomaknemo v pravi direktorij, kjer se nahaja datoteka
tixnetserver.exe, in jo nalozimo.

C:\WINDOWS\system32>cd c:\TIK2\Server
C:\TIK2\Server>tixnetserver —i

C:\Users\maja>cd c:\Tik2\Server

c:\TIK2\Server>dir
Volume in drive C has no labe

Volume Serial Number is 84FA- F36A
Directory of c:\TIK2\Server

<DIR> :

<DIR> x

S d.bat
icudtS2.dl1l

8 icuinb2.dll
icuuc 1
libgce_ s_dw2-1.d11
libstdc+¥-6.dl1
libwinpthread-1.dl1l
pluglns

.con
QtSCore dll
Qt SNetwork dll
Qt5Sql.dll
ReadMeT ix¥XnetServer. txt
lite3.exe

SXnet.INI

212 5 tixnetserver.db

: 14 S56. tixnetserver.exe

16 File(s) 49.995.027 bytes

3 Dir(s) 20.721. .920 bytes free
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c:\TIK2\Server>tixnetserver -i
The service tixnetsrv has been installed under: c:\TIKZ2\Server\tixnetserver.exe

c:\TIKZ2\Server>

Slika 1: Namestitev servisa tixnetsrv
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Instalacija je koncCana in tako se je ustvaril service, ki se samodejno zaZzene ob zagonu racunalnika.

Delovanije servisa si lahko ogledamo v start/run/Services.msc. Stanje tixnetsrv servisa na spodnji sliki

prikazuje, da je pravilno namescen ter da servis tece.

- oW

o Services
File Action View Help
e HEcEEm >eno
. Services (Local) 9 Semoes (LOCBD
tixnetsrv Name = Description Status Startup Type Log On As £y
: 4 Tiks Running  Automatic Local System
%fat::::x:veice & Time Broker Coordinates... Running  Manual (Trigger Start) Local Service
ixnetsrv XNet server Running  Automatic Local System
% Touch Keyboard and Hand... Enables Tou... Manual (Trigger Start) Local System
Description: 2. UPnP Device Host Allows UPn... Running  Manual Local Service
Xhebseiver, ‘4. User Profile Service This service ... Running  Automatic Local System
&4 Virtual Disk Provides m... Manual Local System
& VMware Authorization Servi... Authorizati..  Running  Automatic Local System
% VMware DHCP Service DHCP servi... Running  Automatic Local System
& VMware NAT Service Network ad... Running  Automatic Local System
&% VMware USB Arbitration Ser... Arbitration ... Running  Automatic Local System
% Volume Shadow Copy Manages an... Manual Local System
. WebClient Enables Win... Manual (Trigger Start) Local Service
%4 Windows Audio Manages au... Running Automatic Local Service
%% Windows Audio Endpoint B... Manages au... Running Automatic Local System
‘. Windows Biometric Service  The Windo... Manual Local System
%4 Windows Color System The WesPlu... Manual Local Service
‘% Windows Connect Now - C...  WCNCSVC.. Running Manual Local Service
&% Windows Connection Mana... Makes auto... Running  Automatic (Trigger Start) Local Service
%4 Windows Defender Networ... Helps guard... Running Manual Local Service
‘4. Windows Defender Service  Helps prote... Running  Automatic Local System
% Windows Driver Foundation... Creates and... Runnina  Manual (Trigaer Start) Local System he
\ Bxtended (standard /

Slika 2: NaloZen servis tixnetsrv

Z desnim klikom na tixnetsrv izberemo Lastnosti (Properties) in ter nastavimo Starup type na

Automatic, v zavihku Recovery pa vse tri opcije na Restart the Service.

Epiko elektronski sistemi d.o.o.
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Service name:  tixnetsrv
Display name: tixnetsrv

Service status:  Running Run program

Start Pause Resume Program:

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

First failure
Descrition: r(Ne‘ o] Second failre:
Path to executable: Sk
c\TIK2\Server\tometserver.exe Reset fail count after:
Statuptype: | Automatic Restart service after:

[[J Enable actions for stops with emors. | Restart Computer Options...

Command line parameters:

[ Append fail count to end of command line {/fail=%1%)

| Restart the Service v/
| Restart the Service v|
| Restart the Service v|

0 days
T e

Browse...

|| Concel |

Slika 3: Lastnosti servisa, zavihek General

Nato poZzenemo TIK2 server s klikom na »Start«:

Lok J[ camcel | seny

Slika 4: Lastnosti servisa, zavihek Recovery

G Services (Local) _I

tixnetsrv Name Description
£ Tiks

Start the service i S"ﬁ Time Broker Coordinates...

Status

Running
Running

Startup Type Log On As o
Automatic Local System
Manual (Trigger Start) Local Service

Automatic Local System

Manual (Trigger Start) Local System
Manual Local Service
Automatic Local System
Manual Local System v

*3tixnetsrv W
Description: S‘; Touch Keyboard and Hand...
XNet server £, UPnP Device Host Stop
¢, User Profile Service Pause
 Virtual Disk Resume
7 Restart
Extended { Standard / All Tasks ,
Start service tixnetsrv on Local Computer
Rafrach

Slika 5: Zagon serverja

Po zagonu preverimo, Ce je server zagnan (Status: Running):

Epiko elektronski sistemi d.o.o.
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File Action View Help

C G ENEEE e

Q” Services (Local) _

tixnetsrv Name Description Status Startup Type Log On As 3
g £ Tiks Running  Automatic Local System
top the service T s 2 2 2
Rectitiha seois 54 Time Broker Coordinates... Running Manual (Trigger Start) Local Service
“ tixnetsrvy XNet server Running  Automatic Local System
o % Touch Keyboard and Hand... Enables Tou... Manual (Trigger Start) Local System
)[::lscrlptlon: {2, UPnP Device Host Allows UPn... Running  Manual Local Service
ey £ User Profile Service This service... Running  Automatic Local System
% Virtual Disk Provides m... Manual Local System v
< >
Extended / Standard /

Slika 6: Uspesno naloZen in zagnan server

1.2. Nastavitve pozarnega zidu - Firewall
Da bo terminal TIK dobil povezavo s streznikom, moramo na strezniku odpreti porte v nastavitvah
Firewall. V operacijskem sistemu Windows 7 odpremo Windows Firewall with Advanced Security, v
Windows 8 pa Windows Firewall in nato Advanced Settings.

T P« System and Security » Windows Firewall v ¢ Search Control Panel

Help protect your PC with Windows Firewall

Control Panel Home

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC
Allow an app or feature through the Internet or a network.
through Windows Firewall

#) Change notification settings . @ Private networks Connected @

#) Turn Windows Firewall on or .
off Networks at home or work where you know and trust the people and devices on the network

#) Restore defaults
@ Advanced settings

Windows Firewall state: On

Incoming connections: Block all connections to apps that are not on
Troubleshoot my network the list of allowed apps

Active private networks: Q epiko

See also Notification state: Notify me when Windows Firewall blocks a
new app

Action Center

Nebworkandiibasing Center I & Guest or public networks Not connected (¥)

Slika 7: Windows Firewall

Na zgorniji sliki vidimo Advanced settings na levi strani in odpremo. Spodnja slika prikazuje, kje
ustvarimo nova pravila. Postavimo se na Inbound Rules, nato na desni strani pritisnemo na New Rule.

Epiko elektronski sistemi d.o.o.
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' Windows Firewall with Advanced Security - o IEN

File Action View Help

= zE =2 BE

[T i |
S Name Groap Profile Enabled Action Override ™ lnbound Rules
%, Connection Secu|| @ wTorrent (TCP-in) Al Yes Allow  No
» I8 Monitoring @ uTorrent (UDP-In) Al Yes Allow  No S Filter by Profile
@ Bonjour Service Private  Yes Allow No
@Bonjour Service Private  Yes Allow No W Filter by State
@ Bonjour Service Private  Yes Allow No Y Filter by Group
@ Bonjour Service Private  Yes Allow No View
@ CyberLink PowerDVD 10.0 All Yes Allow No
3 @, Refresh
@ CyberLink PowerDVD 10.0 All Yes Allow No i
. Daemonu.exe Private  No Allow No = Export List...
. Daemonu.exe Private No Allow No Help
. Daemonu.exe Public No Allow No v,
< >|| < >

»

b SRR A A 4

Slika 8: Inbound Rules v nastavitvah Firewall

Zazene se ¢arovnik. Po naslednjih navodilih odpremo port 3501 za protokola TCP in UDP. V prvem
koraku oznacimo Port in pritisnemo Next.

Steps:

@ Rule Type What type of rule would you like to create?

@ Protocol and Ports

@ Action () Program

@ Profile Rule that controls connections for a program.
@ Name

Rule that controls connections for a TCP or UDP port.

() Predefined:
Connect to a Network Projector
Rule that controls connections for a Windows experience.

() Custom
Custom rule.

Slika 9: Nastavitve Firewall, 1. korak
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Nato izberemo TCP protokol in v polje poleg Specific local ports vpiSemo Stevilko 3501. Pritisnemo
Next.

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:

@ Rule Type Does this rule apply to TCP or UDP?
@ Protocol and Ports
Action

Profile

e

&

Name

LY

Does this rule apply to all local ports or specffic local ports?

() All local ports
(® Specific local ports: P:SOH
Example: 80, 443, 5000-5010

Slika 10: Nastavitve Firewall, 2. korak

Oznacimo Allow the connection in Next.

Action

Specify the action to be taken when a connection matches the conditions specffied in the rule.

Steps:
@ Rule Type What action should be taken when a connection matches the specified conditions?

@ Protocol and Ports =
(@) Allow the connection

@ Action This includes connections that are protected with IPsec as well as those are not.
@ Profile o
" (_) Allow the connection if it is secure

@ Name

Jto This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

(") Block the connection

Slika 11: Nastavitve Firewall, 3. korak

Epiko elektronski sistemi d.o.o.
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V naslednjem koraku pustimo oznacene vse tri kljukice in gremo naprej.

Profile
Specify the profiles for which this rule applies.

Steps:
@ Rule Type When does this rule apply?
@ Protocol and Ports
@ Action Domain
s Profile Applies when a computer is connected to its corporate domain.
@ Name Private
Applies when a computer is connected to a private network location, such as a home
or work place.
Public

Applies when a computer is connected to a public network location.

Slika 12: Nastavitve Firewall, 4. korak

Na koncu vpisSemo Se ime za novo pravilo, ki ga ustvarjamo.

Name

Specify the name and description of this rule.

Steps:
@ Rule Type

@ Protocol and Ports

@ Action
@ Profile ﬁa_rrle:

| Tik2 TCP|
« Name

Description {optional):

Slika 13: Nastavitve Firewall, 5. korak

Enak postopek ponovimo za protokol UDP, le da v ¢arovniku izberemo protokol UDP namesto TCP
(Slika 10).

Epiko elektronski sistemi d.o.o. 9
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1.3. Namestitev programa TIK Admin
Program ni nujno naloZen samo na strezniku, lahko ga naloZimo na katerikoli racunalnik v omrezju.
Za namestitev programa za administracijo pozenemo instalacijsko datoteko na USB kljucu (TIK2

Admin 1.0.1.exe).
V prvem koraku lahko izberemo angleski ali slovenski jezik. Za nadaljevanje pritisnemo OK.

e . Select the language to use during the

installation:

: Slovenski

oo

Slika 14: Namestitev administracije, 1. Korak

Naslednji pomemben korak je izbira cilinega mesta za namestitev. S klikom na gumb 'Prebrska;j’'
izberemo mapo. Pred tem priporoc¢amo, da se ustvari mapa z imenom 'TIK2' na particiji C osebnega

racunalnika. Program tako naloZimo na C:\TIK2\Admin.

Izbira ciljnega mesta %
Kam Zelite namestiti program TIK2 Admin?

} Program TIK2 Admin bo namescen v naslednjo mapo.

Za nadaljevanie kliknite Naprej. Ce Zelite izbrati drugo mapo, kiiknite Prebrskaj.

C:\TIK2\Admin Prebrskaj...

Na disku mora biti vsaj 55,1 MB prostora.

< Nazaj ‘ Naprej > | " Prekini

Slika 15: Namestitev administracije, izbira cilje mape
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V naslednjem koraku obkljukamo polje za ustvarjanje ikone na namizju in kliknemo na gumb Naprej.

Izbira dodatnih opravil %
Katera dodatna opravila Zelite izvesti?

Izberite dodatna opravila, ki jih bo namestitveni program opravil med namestitvijo
programa TIK2 Admin, nato kliknite Naprej.

Dodatne ikone:
Ustvari ikono na namizju

< Nazaj | Prekini

Slika 16: Namestitev administracije

Sledi Se namesc¢anje programa, ki je hitro. Po konéani namestitvi lahko Ze zaZzenemo program TIK
Admin.

Epiko elektronski sistemi d.o.o. 1 1
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1.4. Povezava programa TIK Admin s streZznikom
Ob prvem zagonu namescenega programa TIK Admin se nam najprej odpre okence za vpis IP naslova
streznika, kar nam prikazuje spodnja slika. Tukaj vpiSemo IP naslov racunalnika (streznika), kamor
smo nalozili mapo Server in instalirali servis tixnetsrv. Vpisati moramo pravi IP naslov, v nasprotnem
primeru ne bo vzpostavljena povezava med programom in streznikom.

User name:

192.168.0.254)

[ o ]I

Slika 17: Vnos IP naslova streznika

V primeru zamenjave streZnika ali prenosa na drugo napravo, se lahko IP streznika spremeni. Tedaj
moramo programu TIK Admin »povedati«, da se streznik nahaja na drugem naslovu. V mapi
C:\TIK2\Admin odpremo datoteko mapo TAXnet.INI.

» Windows8_0S (C:) » TIK2 » Admin

»

Name Date medified Type Size
., plugins 22,4.201513:27 File folder
) tmpf 2015 13:27 File folder
L outil 2015 12:57 File folder
%) icudt52.dll 2014 9:36 Application extens... 22.993 KB
%] icuin52.dll 2014 9:36 Application extens... 3.269 KB
%/ icuuc52.dll 2014 9:36 Application extens... 1.946 KB
%] libgcc_s_dw2-1.dll 014 19:56 Application extens... 115KB
%/ libstdc++-6.dll 7.3.2014 19:56 Application extens... 949 KB
%] libwinpthread-1.dll 7.3.2014 19:56 Application extens... 43 KB
|| gt.conf 5.6.2010 12:32 CONF File 1KB
%] Qt5Core.dll 11.9.2014 17:09 Application extens... 4,673 KB
%] Qt5Gui.dll 9 Application extens... 4482 KB
%] Qt5SNetwork.dll 9 Application extens... 1.379 KB
%] Qt5PrintSupport.dil 9 Application extens... 328 KB
%] Qt55ql.dll 9.6.2014 12:42 Application extens... 232KB
|%| Qt5Widgets.dll 9.6.2014 12:56 Application extens... 5.747 KB
%, SMTPEmail.dll Application extens... 85KB
[ TAXnet.NI 15. INI File 4K8|
[ TAXnet114INI 21.5. INI File 4KB
|| tik.stylesheet 811, STYLESHEET File 11KB
|| tini 10.9.20 File 1KB
n tixnetadmin.exe 21.5.201513:14 Application 2.818KB
| tixnetadmin.qm 29.4.201511:41 QM File 67 KB
[H| tixnetadmin.ts 6.3.201516:18 TSFile 165 KB

Slika 18: Datoteka TAXnet.INI

Epiko elektronski sistemi d.o.o.
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Odpremo TAXnet.INI datoteko s preprostim urejevalnikom besedila (BeleZnica, Notepad ++...). V
razdelku SERVERINFO vpisemo IP streznika, na katerega bi se radi povezali. Poleg NAME vpiSemo
pravo Stevilko. KNAME in pNAME nista pomembna.

B,
File Edit Search View Encoding Language Settings Macro Run Plugins Window 7

o &5 e @ & Hi| (% 2% | BE|ISTEEELD EED®E|[BE
[ TA%net INI 3 | Tt 41 4]

[SERVERINFO]

2 NI-LME:{IQZ .168.0.134
kKNAME=192.168.0.254
PNAME=192.168.0.75

Slika 19: Vpis IP naslova v datoteki TAXnet.INI

Datoteko shranimo in zapremo.
Pozorni moramo biti, da nimamo ob spreminjanju odprtega programa TIK Admin, hkrati pa
spreminjamo datoteko TAXnet.INI. V tem primeru se spremembe ne bodo shranile.

1.5. Nastavitev IP naslova streZnika na terminalu TIK2
Ko na novi lokaciji priklopimo terminal TIK2 na omreZje, mu moramo nastaviti na kateri streznik naj
se povezuje. Dokler terminal Se nima povezave s streznikom, vidimo na zaslonu ikono v desnem
zgornjem kotu, ki to predstavlja. Ko bomo to uredili, bo opozorilo izginilo.

Sreda, 17. Junij 2015

Slika 20: Terminal nima povezave s streznikom

S prstom pritisnemo na to ikono. Odpre se nam okence za vpis uporabniskega imena in gesla. V obe
polji vpisemo 'admin' (z malo zacetnico).
Uporabnik

Geslo

= Login

Slika 21: Vnos uporabniSkega imena in gesla za administratorja
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Na zaslon se je prikazal konfiguracijski meni. Na levi strani so pokonc¢no razporejeni zavihki.

Pritisnemo na zavihek 'CFG'.

TIK zgodovina

TIK Konfiguracija

O
=
o
L
(&)
HE
Q
Q2
P
(9p]
O
o
=
=
}_

Slika 22: TIK konfiguracija

V zavihku CFG je polje zimenom 'Server IP'. Pritisnemo nanj in odpre se tipkovnica. VpiSemo pravi IP
naslov racunalnika, na katerega smo namestili streznik. Potrdimo z zelenim gumbom (puscica

navzdol.)
o s TIK zgodovina
TIK Konfiguracija
Q  ServerIp TIKIP o
E 192.168.0 .135 169.254.131.178 4
(_fj .
L
Q
9
=
w
Q
}_
(a4
=
=
Slika 23: Vpis IP streznika
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Cas nam je odmerjen

€E€TiK2

ravnajmo z Njim smotro

Na koncu se Se vrnemo v zavihek 'Func'. Po vseh spremembah v konfiguraciji moramo vedno
pritisniti na gumb 'Shrani konfig.' Nato lahko pritisnemo rde¢ gumb za izhod. Po¢akamo, da TIK
terminal sinhornizira nove nastavitve, kmalu za tem pa se poveZe s streznikom in je pripravljen za
uporabo.
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K Konfiguracija

O
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® Spletna povezava
- ]

Events

Slika 24: Shranjevanje konfiguracije
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Cas nam je odmerjen

€TiK2

ravnajmo z Njim smaotrno

Bolj zapleten, vendar tudi moZen nacin, je povezava na TIK terminal s protokolom SSH. Za to

potrebujemo nekaj znanja osnovnih ukazov Linux operacijskega sistema. Se pred tem pa moramo

ugotoviti IP naslov TIK terminala, ki ga pridobi avtomatsko preko protokola DHCP. Da ugotovimo IP

naslov, moramo v DHCP tabeli preko znanega MAC naslova (zapisan je na nalepki na zadnji strani

poleg serijske Stevilke) poiskati IP naslov terminala. DHCP tabelo najdemo na gateway vmesniku

nasega omrezja.

Za dostop do terminala lahko uporabimo program Putty. V polje Host Name vpisemo IP naslov

terminala, ki se mu dodeli samodejno. Spodaj pritisnemo na gumb Open.

R PuTTY Configuration E3
Category:
‘ —J- Session Basic options for your PuTTY session
i Tl’ - liog[ging Specify the destination you want to connect to
-]~ Termina )
. Keyboard Host Name i_o_r'!P address) . Port
‘. Features Qonnection type: } > i
=) Window ( JRaw () Telnet () Rlogin @ SSH () Serial
i Appea@nce Load, save or delete a stored session
i Behaviour
‘... Translation Saved Sessions
- Selection
+ Colours | Defautt Settings : Load
=J- Connection
-~ Data Save
4 PI‘OX)'
i Telnet Delete
i Rlogin
+ -SSH
. Close window on exit: )
()Aways () Never (@ Onlyon clean exit
About ;7%@ Cancel

Slika 25: Program Putty

Za dostop na terminal moramo vpisati uporabnisko ime. Zraven 'Login as' zato vpiSemo root.

- o IEE

P 192.168.0.70 - PuTTY.

Slika 26: Login na terminal
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Cas nam je odmerjen

€TiK2

ravnajmo z Njim smaotrno

VpiSemo naslednja dva ukaza:
root@tik2:~# cd app
root@tik2:~/app# vi TIXnet.INI

S zgornjima ukazoma smo se pomaknili v mapo app in odprli datoteko TIXnet.INI, v katero vpisemo IP
naslov streznika.

P 192.168.0.70 - PuTTY

Slika 27: Datoteka TIXnet.INI

Na zgorniji sliki vidimo, kje vpiSemo pravi IP naslov. Spremembe shranimo z ukazom :wg. Na koncu
terminal ponovno zazenemo z ukazom reboot. Tako smo namestili vse potrebno za pravilno
delovanje terminala TIK2.

Terminal se povezuje na pravi streznik in bazo. Zato lahko zazenemo program.

Drugi nacin je tudi spreminjanje IP naslova na TIK terminalu, vendar mora biti pred tem Ze vnesen v
bazo en zaposleni z administracijskimi pravicami.
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Cas nam je odmerjen

E€TiK2

ravnajmo z Njim smaotrno
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